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ABSTRACT: This paper explores the growing imperative to define the social and ethical 

responsibilities that are emerging as advanced technologies are becoming ubiquitous 

tools in our daily lives. The author examines the ethical practices of International 

Business Machines (IBM) Corporation throughout the years and across the world, and 

evaluates the reputational and security implications of company’s past and present 

decision-making patterns within this context. 

Introduction 

The annual theme of the 2016 World Economic Forum in Davos highlighted the global shift 

towards the Fourth Industrial Revolution.1 Already in 2019, we’re witnessing the very rapid 

emergence of disruptive technologies such as Artificial Intelligence (AI) and Machine Learning, 

Blockchain and Shared Ledger Technologies, Internet of Things (IoT), 5G, and others. All of these 

technologies present many opportunities and challenges, are transforming our society and the 

economy, impact the businesses, people and the government; shape our future.2   

The Context 

This new digital age of powerful technological advances has proven to improve many aspects of 

our day-to-day lives, from jobs creation and revolutionizing healthcare, to increasing literacy through 

access to education and information sharing.3 Modern approaches to data analytics along with 

complex solutions of AI are changing the idea of and enhancing productivity; and the blockchain 

technology, in particular, is credited with revolutionizing finance through its shared consensus 

mechanisms.  

However, along with the visible benefits of this digital era, there is tremendous amount of 

ambiguity and ethical conundrums around some of the cutting-edge inventions and technologies 

such as AI, Quantum Computing, the Blockchain and IoT. For instance, among most pressing 

questions that we ought to address today are: will robots and continuously adopted automation 

replace men in certain industries altogether, will surveillance tech take our freedoms and privacy 

away, and what does it mean for all of us if AI gains biased human consciousness? Additionally, on 

the increasingly complex international landscape, while capitalizing on the first mover advantage, the 
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governments of developed nations engage in the new quantum arms race, the super computers that 

promise to impose the most disruptive change on the information communication technologies and 

the digital world as we know it today.4 One argument is clear here, this is the race the United States 

cannot afford to lose.5 Therefore, the big question we have to answer here is how do we prevent the 

bad thing from happening, and who is ultimately responsible for doing this? 

   Although slowly diverging from old practices, the control of Research and Development 

(R&D) of critical technologies in authoritarian countries such as Russia and China are largely held in 

the hands of the national governments.6 The deep relation between national defense establishments 

and the commercial sector allows their governments to have increased collaboration and direct the 

trajectory of military innovations.7 In an attempt to mimic the U.S. model, Russia and China are 

increasingly encouraging collaborations between academia, commercial enterprise and their defense 

institutions. However, these growing numbers of partnerships are overarched by the centralized 

government’s powerful hand, which censors and sets the technical standards for enhancing its 

influence in the development of future tech.8 Thus, it is highly unlikely that China’s and Russia’s 

civilian universities and private sector companies will be impacted by the moral and ethical 

considerations when pursuing national governments’ agendas.  

   Unlike in China and Russia, the development of advanced technologies in the United States 

today is under the purview of the commercial sector. According to Christine Fox, the Assistant 

Director for Policy and Analysis of the Johns Hopkins University Applied Physics Laboratory and a 

former Defense Department employee, the cumulative budget for Research and Development 

(R&D) of the top five American defense contractors comes to less than half of what Microsoft 

alone spends annually on its R&D initiatives.9 International Business Machine (IBM), Intel, 

Microsoft and Google pioneered the quantum computing globally, and IBM is still heading the 

quantum supremacy list by having built the largest quantum computer known to date.10 With 

inexistent constraints over the development and accessibility to resources and capital, American IT 

corporations not only lead and direct this technological revolution, but also set the standards for 

moral and ethical conduct, all the while policy makers and the U.S. government are trying to catch 

up on their research.  

   Many would assert that these dynamics unveil the burden of corporate responsibility of 

American technological giants before their customers. I, however, would like to make an argument 

that, as it stands today, it is American corporations’ existential obligation before the United States 

and international community to set, implement and promote the highest ethical standards when 

conducting their business both domestically and internationally.  

   Therefore, in the following paragraphs I will closely examine the sleeping giant that is making 

an impactful comeback, the International Business Machines (IBM) Corporation; its ethical practices 

throughout the years and across the world and evaluate the reputational and security implications of 

company’s past and present decision-making patterns.  
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IBM: Short-term goals vs Long-term results 

   While IBM is one of few technological giants in the United States, it is notably not the biggest 

nor the most powerful in the sense of market share it holds or its stock prices today.11 However, 

lately, IBM has been capitalizing on making the headlines with the number of new technologies it’s 

deploying. Not only IBM is the first to invent the most powerful quantum computer, it is also 

pioneering scalable Blockchain technological solutions for various business process operations in 

retail, finance, and healthcare which are being widely adopted.12 IBM has also dedicated an 

enormous amount of resources in the research and development of AI solutions.13 IBM’s most 

recent announcement about blockchain-based global cross-border payments system World Wire that 

covers 72 countries, 47 currencies, and 44 banking endpoints sparks some concerning questions.14 Is 

this the beginning to IBM attempting to challenge established Society for Worldwide Interbank 

Financial Telecommunication code (SWIFT)?  Although still very nuanced and controversial, these 

new big-data-driven tools are gaining the company steady presence and worldwide recognition.15 

Hence, IBM’s reputation and its ethical values must be put under high levels of scrutiny as its 

influential potential and the decision-making for this tech corporation is increasing.  

   IBM has welcomed the technological revolution with the promise to create and implement 

innovative technologies very responsibly. One of the core principles of IBM today is its dedication 

to transparency and trustworthiness, making a point that the modern technology, and particularly 

AI, requires not only a critical look, but the involvement of multidisciplinary, multicultural 

stakeholders.16 

   With the invention of its 360 Fairness toolkit, and strong emphasis on transparency and 

trustworthiness, IBM commits to developing advanced technologies, especially AI, with the most 

conscious approach to inclusion, while assuring the customers that data privacy and security are its 

top priorities.17 Additionally, IBM is taking the risks to its reputation very seriously and thus has 

outlined the company’s ethical standards and conduct policies for different aspects of business 

operations, cultural interactions as well as its national,  international, ecological and political 

dealings.18  

   At first glance, IBM has a thoroughly thought-through and written out ethical policies, which 

the company follows well for the most part, with just a few SEC lawsuits and warnings throughout 

the years. The concern is, however, that its commitment to, what seems to be, short-term outlook in 

the age of  “humans and the machines” is simply not good enough and, quite frankly, concerning, 

given the number and the industry volume of disruptive technologies IBM is seemingly invested in.19 

The ethical standards today must go further than algorithmic equations and analytical research. The 

approach to ethics must be comprehensive and all encompassing, taking into consideration the size 

of an impact the disruptive technologies have the capacity and capability to inflict on basic human 

freedoms of IBM’s customers. Perhaps it is not what IBM announces, but what it does that we 

should take a closer look at, as well as the following cases in point. 
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International Contracts: Not Business as Usual 

   With the freedom to conduct its international business practices in various political and social 

environments in any way it sees conducive for profitable business operations, IBM has chosen to 

make some very questionable decisions that bear long-term consequences to not only its reputation, 

but also the security of international community striving for peace and human rights protection.  

   For instance, in 2012 IBM has provided its surveillance technology with capabilities for 

cutting-edge video analytics, and streamline multichannel communications technology, and GPS-

enabled patrol vehicles to the local Philippine government in the city of Davao.20 Soon after, the 

Human Rights Watch had published the report on the so-called “Davao Death Squads” under the 

authority of then mayor of the city Rodrigo Duterte.21 The atrocities in the Davao City had been 

reported back in 2009 in yet another Human Rights Watch report where Philippines’ current 

president Rodrigo Duterte has been the mayor for 20 years.22 The Intercept reports that IBM knew 

prior to installing this technology in Philippines of Davao City’s law enforcement practices of 

‘predictive policing’, crime suppression and war on drugs via inhumane means, often targeting low-

level drug users and petty criminals rather than traffickers.23 Since Duterte had ascended to power, 

some parts of the Philippines have been under temporary martial law as a result of his “war on 

drugs” policies that left as little as 5,000 and as many as 27,000 dead by certain estimates. As 

Intercept reports: “Those killed included anti-Duterte activists, elected officials, and outspoken 

Catholic priests.”24  

   IBM’s stated that the intention for the surveillance technology it provided the country was to 

enhance the security for Philippines, but it turned out to be something drastically different when in 

the hands of authoritarian Rodrigo Duterte. This is where IBM’s fairness principle fails.  

    IBM’s commitment to transparency also carries double-standard approach and underlines that 

its big values are not universally applied by the company. For instance, in 2016 IBM had signed a 

contract with Russia’s state-owned nuclear energy corporation Rosatom to work on its cutting-edge 

nuclear energy solutions.25 According to Rosatom’s website, IBM’s advanced technological expertise 

in the spheres of data analytics, blockchain and AI will be used to develop solutions for its new type 

of nuclear reactor that Russia’s been working on for a long time. While with IBM’s expertise and 

assistance the deployment of that technology may finally be possible, such achievement in the hands 

of an authoritarian regime bears tremendous energy security implications globally.26 To make things 

more at odds with IBM’s principles, this big news had not made the headlines in 2016 either, and, it 

appears, there was no mention of such contracts with the Russian government on IBM’s website. 

The outlined above selective transparency commitments underline the ethical crisis at IBM. It is 

important to note that Russia’s thirst for world’s energy domination is very similar to that of China’s 

in the sphere of AI. Do we want to be faced with similar concerns that threaten yet another side of 

international security in the near future? 

   IBM’s dealings with China have been more or less covered by the news media, although they 

are not less concerning and controversial. The 2015 New York Times report covers 2013 IBM’s 
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technology sharing program with the Chinese companies for the reasons of enhanced “global 

partnerships and business opportunities”.27 When addressing IBM’s sharing of chip technology with 

Chinese partner’s, Virginia M. Rometty, IBM’s chief executive stated that such cooperation with the 

Chinese “will create a new and vibrant ecosystem of Chinese companies producing homegrown 

computer systems for the local and international markets.”28 Problem is, the sharing of technological 

advances with China was non-linear and non-reciprocal, where IBM was reportedly caving to 

China’s demands in order to penetrate huge Chinese market. Did IBM contribute to China’s 

position in the sphere of AI development as we are dreading over it today? 

   The allure of promising business opportunities in Russia and China cause big corporations, 

such as IBM to adjust to the terms of market entry even if it means lowering their ethical standards 

and undermining future international security. This carries important implications in terms of setting 

an example and the ethical precedent for other authoritative governments and their desire to 

pressure multi-national American corporations to compromise their values for financial profits.29 

And while it is only logical that the goal of business is to make profit, big corporations such as IBM 

are playing the game of no return that has potentially detrimental consequences for us all.  

   Ethics, by definition, are based on the understanding of universal values of humanity. Ethical 

principles do not rely on logical rules, they are the decisions that have been run against the moral 

compass within each one of us and reflected upon before returning the value. And while the times 

and the methods have changed today, the fact remains, that compromising these high values leads to 

atrocities one way or the other, whether it was done intentionally or not. While dealing with Russia 

and China cannot be equated to that of providing services to the Third Reich, the digital 

technologies today have the potential to pose even more severe consequences to more people than 

IBM’s machines back in 1940’s.30  

Conclusion 

   There has been a lot of work and research done in the sphere of advanced modern 

technologies. It is very important to understand the technology, its great potential for 

revolutionizing our world. It is also imperative to understand its social and ethical implications as 

these advanced technologies are becoming ubiquitous tools in our daily lives. Protecting data and 

carrying on current business security practices is vital to risk mitigation and business continuity. 

However, making ethics a priority in decision-making is essential to security of the future 

generations. 

   Therefore, American technological corporations should be encouraged to re-write their 

corporate ethical policies and implement new frameworks which take into account not only more 

expansive and fluent understanding of new technologies in a social context. The new frameworks 

must include the ethical decision-making requirements which are based on universal moral principles 

of humanity. Additionally, it is imperative that American corporations pioneer the new type of 

leadership committed to improving the world.31 Creating committees dedicated to multi-approach 
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advising to decision-makers might contribute to the reputational resilience of businesses and overall 

their success in age of increasingly aware future generations.   

   IBM particularly should understand that frequent involving of ethical panel in important 

decision-making is crucial to company’s reputation in the context of its rapid implementations of 

innovations. Evaluating all possible circumstances before signing the deal can bear long-term success 

and profits.  
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