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Abstract – As society becomes increasingly dependent upon
technology, the need for information security rises. New trends in data
breaches include various types of targeted attacks. Recent hacktivist
and cyber warfare events illustrate challenges facing individuals,
businesses and governments. Organizations should inventory their
current security policy and protocol to ensure they are sufficiently
protected.
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Introduction
Over the past half century Western culture has evolved from an
industrial economy to a knowledge economy. We are now in the early
stages of what some are referring to as the “creative economy.”1
Throughout these societal changes, our dependence upon technology –
from both a business and personal perspective – has risen dramatically.
With this increased reliance on technology, individuals, businesses and
governments are gradually realizing the critical responsibility of
protecting information. This article will reference recent security
breaches to bring to attention trending information assurance concerns
from a local and global perspective, as well as discuss possible ways to
prepare for and mitigate these threats.
Hacktivism
One increasingly prevalent concern in information security is
“hacktivism” – the “act of hacking, or breaking into a computer system,
for a politically or socially motivated purpose.” 2 Those who engage in
hacktivism often belong to hacking groups or communities.
Anonymous and Lulz Security (usually abbreviated LulzSec), are
arguably the most prominent of these hacking communities. Although
the motives of these two hacking groups may differ, they have
successfully exploited a diverse selection of targets, including: major
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corporations, religious groups, social networks, and governments. In
October, 2011, hackers from Anonymous claimed responsibility for
removing forty secret child pornography websites. 3
Stratfor
With the aim of better understanding international events and
reducing risk, 4 Stratfor is an Austin, Texas, based security think tank and
consulting firm that claims to provide “an audience of decision-makers
and sophisticated news consumers in the U.S. and around the world
with unique insights into political, economic, and military
developments.”5 They are also amongst the latest targets of an
Anonymous hack.
On December 24, 2011, members of Anonymous claimed
responsibility for “crashing the Web site of the (Stratfor) group…
pilfering its client list, e-mails and credit card information in an
operation they say is intended to steal $1 million for donations to
charity.”6 The hacking group allegedly posted a list online that they
claim contains “Stratfor’s confidential client list as well as credit card
details, passwords and home addresses for some 4,000 Stratfor
clients.”7 Anonymous also claimed the portion of client information
already posted online represented a fraction of the 200 gigabytes they
stole from Stratfor. 8 The 200 gigabytes of data is reportedly mostly
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email, with the hacking group claiming to have obtained over 3 million
emails.9 Stratfor later denied the allegation that their private client list
was compromised, 10 but surprisingly, the credit card details appeared
to be unencrypted, “an easy-to-avoid blunder which, if true, would be a
major embarrassment for any security-related company.”11
Although there has been some speculation that this was not in
fact the work of Anonymous,12 it appears that whoever carried out this
hack is sticking to the original plan, as shortly after the breach
donations to charities like the Red Cross, Save the Children and Care
started to show up on the credit cards of Stratfor clients. 13 In addition,
false emails are being sent out claiming to originate from George
Friedman, the political scientist, author and CEO of Stratfor, an action
that required releasing a video warning message to Stratfor customers
by Vice President Fred Burton on the company’s YouTube page. 14 As of
the writing of this article, the company’s website has not returned to its
normal functionality. A simple message explaining the situation
currently occupies their website homepage.15
Cyber Warfare
Cyber warfare “involves units organized along nation-state
boundaries, in offensive and defensive operations, using computers to
attack other computers or networks through electronic means.” 16
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Many nations, including the United States, have established formal
cyber security teams. In 2011, the United States deployed a new cyber
unit specifically geared towards “combating the millions of low-grade
attacks targeting the nation’s 15,000 networks and 7 million computers
on a daily basis.”17
The United States is not the only nation concerned about
malicious cyber activities. China also recently organized a thirty
member “Cyber Blue Team,” tasked with defending against cyberattacks.18 In a similarly manner, Japan has partnered with Fujitsu Ltd.,
“one of its major technology giants, in developing a virus for tracking
down the source of cyber attacks and for nullifying their effect.” 19
Stuxnet
Originally deployed in 2009, the computer worm known as
Stuxnet has since rapidly launched to the forefront of the cyber warfare
dialogue, and “may be the most sophisticated cyberweapon ever
deployed.”20 Stuxnet started appearing in industrial programs around
the globe, but as experts started dissecting it, they “soon determined
that it had been precisely calibrated in a way that would send nuclear
centrifuges wildly out of control, adding suspicion that it was meant to
sabotage Iran’s nuclear program.”21 The basic functionalities of the
worm have been described thusly:
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“The worm itself now appears to have included two major
components. One was designed to send Iran’s nuclear centrifuges
spinning wildly out of control. Another seems right out of the
movies: The computer program also secretly recorded what
normal operations at the nuclear plant looked like, then played
those readings back to plant operators, like a pre-recorded
security tape in a bank heist, so that it would appear that
everything was operating normally while the centrifuges were
actually tearing themselves apart.”
It is believed that in its prime, Stuxnet was responsible for
destroying “1,000 centrifuges at the Natanz fuel enrichment facility by
sabotaging their motors.”22 Experts estimate Stuxnet potentially set
Iran’s nuclear development program back several years.23 Not
surprisingly, Iran has responded by embarking on an “ambitious plan to
boost its offensive and defensive cyber-warfare capabilities and is
investing $1 billion in developing new technology and hiring new
computer experts.”24
Chief amongst the mysteries that still surround Stuxnet is who
developed it. Ed Byres, Chief Technology Officer for Byres Security,
estimated it would take months, if not years, of coding to make Stuxnet
operate like it did. 25 Combining the complexity of the code with the fact
that nearly sixty percent of infected machines were located in Iran26
and most experts will agree that this is most certainly the work of a
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nation state. 27 The most prominent theory points to the mounting
evidence that suggests Stuxnet is the product of collaboration primarily
between the United States and Israel. 28 Both countries formerly deny
these allegations, however, “Israeli officials grin widely when asked
about its (Stuxnet’s) effects.”29 In a 2011 conference concerning Iran,
Gary Samore, chief strategist for combating weapons of mass
destruction for the United States sidestepped a question about Stuxnet,
but then said with a smile, “I’m glad to hear they are having problems
with their centrifuge machines, and the U.S. and its allies are doing
everything we can to make it more complicated.” 30
Handling Hacktivism
These trends may appear unrelated, but they share the common
threads of both being manifestations of targeted attacks and products
of political discord. Targeted attacks, like the one illustrated in the
Stratfor case, are expected to rise in 2012. 31 By leaving their sensitive
customer data unencrypted, Stratfor is a prime example of a high
profile, sophisticated organization, failing to comply with basic security
practices. “Mitigating exposure of your accounts and systems to
hacktivism (or hacking in general) should always be a part of a
comprehensive security strategy.” 32 Some additional precautions
organizations can take include:
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Limiting access to your corporate social media accounts to specific
personnel and govern them with policy and password
enforcement
Use a web content filtering system to limit downloading of
malware
Ensure that web servers and public-facing portals are protected
behind an active intrusion-prevention system or firewall that
actively scans uploaded and downloaded content. 33
Organizations should regularly review their security practices and
policies to ensure there are no gaps in security and that the
organization is keeping pace with advancing trends.
Dealing With Disruption
Although the thought of cyber warfare may seem distant and
unlikely, the probability that businesses will face some form of
disruption in normal operations increases with the constant unrest in
the global political climate. It may be wise to pause and consider
alternative ways of implementing business practices should a major
disruption of systems occur. Researchers at New York University
identified three primary ways communications are disrupted in a
disaster, they include:
Physical destruction of network components
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Disruption in supporting network infrastructure
Network congestion.34
Dedicating the resources to research each of these three forms of
disruption and building remediation protocols that deal specifically with
the unique consequences of each type, will better prepare the
organization for recovery should a major catastrophe or act of cyber
warfare occur.
Conclusion
As society becomes increasingly dependent on technology, the
need for individuals, businesses and governments to implement
information security practices is no longer an optional decision. With
political unrest becoming a constant factor, targeted attacks like
hacktivism and cyber warfare will become more common occurrences.
Fortunately, these threats are often manageable if appropriate policy,
controls and remediation protocols are put in place. Organizations
need to research the specific challenges they may face and prepare
alternative courses of action in preparation for major disruptions in
normal operations.
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